BALBIX

EXHIBIT A

Quant ar 6s

Preliminary I nfringement Conten

US Patent N0:914352312/811,208

Accused Instrumentalities

Claim: 1

1. Apparatus for assessing threat to at least
computer network, the threat including at least
electronic threat, the computer network comprisit
plurality of IT systems and a plurality of busin
processes operating on the plurality of IT sysi
wherein (a) at least one IT system has two or mo
the plurality of business processes operating there
(b) at least one business process operates on t
more of the plurality of IT systems, the appar:
comprising at least one processor amdmemory
coupled to the processor, the memory sto
instructions executable by the processor that caus
processor to:

predict future threat activity based on past obsel
threat activity including, for the at least one electrt
threat, to receive observed threat data from a date
to extrapolate future event frequency and to prodt
profile of predicted threat activity, wherein the
observed threat data includes observed threats ar
each observed threat, one or more targets fol
observed threat and a severity score for each t:

BALBIX 1;

What is BreachControl?

The Bal bix BreachContr ol E pHreadhds byrpravidng |
continuous and redime risk predictionand proactive control of breaches through a
prioritized list ofmitigation actions

Step 2: Prioritize Actions
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determine expected downtime of each system o
plurality of IT systems in dependee upon sai
predictedthreat activity including the severity sco
and extrapolated future event frequency, deteri
loss for each of the plurality of business proce
dependent on the downtimes of the IT systems, an
losses for the plurality dbusiness processes so a
obtain a combined loss arising from the threat acti

These actions are prioritized based on business riskaculated based on th@pact and
likelihood of each potentiddreach.
BALBIX 2 ;

Balbix BreachControl
PREDICT AND PROACTIVELY MITIGATE BREACHES

BreachControl provides:

9 Predictive forecasts for breach scenarios

1 Actionable list of proactive mitigations based on business criticality
calculaes the business risk feach and every asset on yoetwork.

Prioritized list of mitigation actions based buasiness risk
€ calculate the business risk for every asset

Claim: 12

12. A method of assessing threat to at least
computer network, the threat including at least
electronic threat, the network comprising a pluralit
IT systems wherein a plurality of business proce
operate on the plurality of IT systems, andenein (a
at least one IT system has two or more of the plur
of business processes operating thereon or (b) at
one business process operates on two or more ¢
plurality of IT systems, the method comprising,
using at least one computeppessor:
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predicting threat activity based on past obser
activity including, for the at least one electronic thr
to receive observed threat data from a databas
extrapolate future event frequency and to produ
profile of predicted threat activity, wherein th
observed threat data includes observed threats an
each observed threat, one or more targets foi
observed threat and a severity score for each targ

BALBIX 1;

What is BreachControl?

The Bal bix BreachContr ol E pHreadchds byrpravidng |
continuous and redime risk predictionand proactive control of breaches through a
prioritized list ofmitigation actions

Step 2: Prioritize Actions
These actions are prioritized based on business riskaculated based on th@pact and
likelihood of each potentiddreach.

BALBIX 2 ;

Balbix BreachControl
PREDICT AND PROACTIVELY MITIGATE BREACHES

BreachControl provides:

1 Predictive forecasts for breach scenarios

1 Actionable list of proactive mitigations based on business criticality
calculaes the business risk feach and every asset on yoetwork.

Prioritized list of mitigation actions based business risk
€ calculate the business risk for every asset
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determining expected downtime of the plurality of
systems in dependence upon saiekdicted threat
activity including the severity scores and extrapol
future event frequency;

BALBIX 1;

What is BreachControl?

The Bal bix BreachContr ol E pHreadchds byrpravidng |
continuous and redime risk predictionand proactive control of breaches through a
prioritized list ofmitigation actions

Step 2: Prioritize Actions
These actions are prioritized based on business riskaculated based on th@pact and
likelihood of each potentiddreach.

BALBIX 2 ;

Balbix BreachControl
PREDICT AND PROACTIVELY MITIGATE BREACHES

BreachControl provides:

9 Predictive forecasts for breach scenarios

1 Actionable list of proactive mitigations based on business criticality
calculaes the business risk feach and every asset on yoetwork.

Prioritized list of mitigation actions based business risk
€ calculate the business risk for every asset
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determining loss for the plurality of business proce
dependent on the downtimes of the IT systems;

adding losses for the plurality of business process
obtain a combined loss arising from the threat acti

Claim: 15

15. A nontransitory computer readable medi
storing a computer program which when executed
computer system, causes the computer syste
perform a method of assessing threat to at leas
computer network, the threat including at least
electionic threat, the computer network comprisin
plurality of IT systems wherein a plurality of busin
processes operate on the plurality of IT systems,
wherein (a) at least one IT system has two or mo
the plurality of business processes operdtiegeon o
(b) at least one business process operates on t
more of the plurality of IT systems, the mett
comprising:

predicting threat activity based on past obser|BALBIX 1;
activity including, for the at least one electronic thr
to receive observed threat data from a databas|What is BreachControl?

extrapolate future event frequency and to produThe Bal bi x BreachContr ol E pHdreachds byprovidng |
profile of predicted threat activity, wherein th|continuous and redime risk predictionand proactive control of breaches through a
observed threat data includes observed threats an| prioritized list ofmitigation actions

each observed threat, one or more targets fol
observed threat and a severity score for each targ| Step 2: Prioritize Actions
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These actions are prioritized based on business riskaculated based on th@pact and
likelihood of each potentiddreach.

BALBIX 2 ;

Balbix BreachControl

PREDICT AND PROACTIVELY MITIGATE BREACHES
BreachControl provides:

9 Predictive forecasts for breach scenarios

9 Actionable list of proactive mitigations based on business criticality

calculaes the business risk feach and every asset on yoetwork.

Prioritized list of mitigation actions based buasiness risk
€ calculate the business risk for every asset

determining expected downtime of each of
plurality of IT systems in dependence upon
predicted threat activity including the severity sce
and extrapolated future event frequency;

determining loss for the plurality of business proce
depenént on the downtimes of the IT systems;

adding losses for the plurality of business process
obtain a combined loss arising from the threat acti
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Note: Total claims: 15 and Independent claims: 3

EXHIBIT B

Quant ar 0s

A

frirggémenh Camtantions

US Patent N0:936327913/322,298

Accused Instrumentalities

Claim: 1

1. An apparatus including one or more comp
processors and a ndransient computer readat
memory, wherein the one or more computer proce:
are configured pursuant to programming code in ¢
nontransient computer readable memorypi@dict
for each of a plurality of threats capable of affectin
least one computer network in which arglity of
systems operate, future threat activity using a M
Carlo method based on stochastic modelling of
observed threat events, wherein the plurality of thi
includes a plurality of electronic threats and
plurality of electronic threatsncludes a plurality c
computer viruses, wherein the one or more comy
processors are configured, for a given threat, to r
a set of past observed threat events to obtai
estimate of at least one model parameter, and,
Monte Carlo simulation foa given threat, tgredict
future threat events using the at least one
parameter and a stochastic model using a projecti
at least one model parameter which is based o
estimate of at least one model parameter and

BALBIX 1;

What is BreachControl?

The Balbix BreachContr ol E pHreadhds byrpravidng | |
continuous and redime risk predictionand proactive control of breaches through a
prioritized list ofmitigation actions

Step 2: Prioritize Actions
These actions are prioritized based on business riskatulated based on thapact and
likelihood of each potentiddreach.

BALBIX 2 ;

Balbix BreachControl
PREDICT AND PROACTIVELY MITIGATE BREACHES

BreachControl provides:

9 Predictive forecasts for breach scenarios
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randomlydrawn variake, and topredicta distribution
of future threat events by repeating the simula
using a plurality of variables; and

9 Actionable list of proactive mitigations based on business criticality

calculaes the business risk feach and every asset on yoetwork.

Prioritized list of mitigation actions based business risk
€ calculate the business risk for every asset

wherein the apparatus is further configured
determine an expected downtime of each of
systems in dependence upon saiedicted future
threat activity and to determine a financial loss for ¢
of a plurality of operational processes dependerthe
downtimes of each of said systems and to adc
financial losses for said plurality of processes so |
obtain a combined financial loss arising from
predictedfuture threat activity.

BALBIX 1;

What is BreachControl?

The Balbix BreachContr ol E pHreadchds byrpravidng | |
continuous and redime risk predictionand proactive control of breaches through a
prioritized list ofmitigation actions

Step 2: Prioritize Actions
These actions are prioritized based on business riskatulated based on thapact and
likelihood of each potentiddreach.

BALBIX 2 ;

Balbix BreachControl
PREDICT AND PROACTIVELY MITIGATE BREACHES

BreachControl provides:

I Predictive forecasts for breach scenarios

1 Actionable list of proactive mitigations based on business criticality
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calculaes the business risk feach and every asset on yoetwork.

Prioritized list of mitigation actions based business risk
€ calculate the business risk for every asset

Claim: 25

25. A computeimplemented method, the meth
being performed by a computer system having or
more computer processors and a -tramsien
computer readable memory, the one or more com
processors being configured pursuant to program
code in thenontransient computer readable memc
the method comprising:

predicting for each of a plurality of threats, futt
threat activity using a Monte Carlo method base!
stochastic modelling of past observed threat e\
capable of affecting at least one computer netwo
which a plurality of systems operate, wherein
plurality of threats includes a plurality of electro
threats and the plurality of electronic threats incluc
plurality of computer viruses;

BALBIX 1;

What is BreachControl?

The Bal bix BreachContr ol E pHreadnhds bypravidng | |
continuous and redime risk predictionand proactive control of breaches through a
prioritized list ofmitigation actions

Step 2: Prioritize Actions
These actions are prioritized based on business riskatulated based on thapact and
likelihood of each potentiddreach.

BALBIX 2 ;

Balbix BreachControl
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PREDICT AND PROACTIVELY MITIGATE BREACHES
BreachControl provides:

9 Predictive forecasts for breach scenarios

1 Actionable list of proactive mitigations based on business criticality
calculdes the business risk feach and every asset on yoetwork.

Prioritized list of mitigation actions based business risk
€ calculate the business risk for every asset

wherein for each given threat the method compris

modelling a set of past observed threat events to c
an estimate of at least one model parameter;

performing a Monte Carlo simulation of the giv
threat by:

predicting future threat events using the at least
model parameter and a stochastic model usii
projection of at least one model parameter whic
based on the estimate of at least one model para
and on a randomigrawn variable, angredictirg a
distribution of future threat events by repeating
simulation using a plurality of variables; and

BALBIX 1;

What is BreachControl?

The Bal bix BreachContr ol E pHreachds byrpravidng | |
continuous and redime risk predictionand proactive control of breaches through a
prioritized list ofmitigation actions

Step 2: Prioritize Actions
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These actions are prioritized based on business riskatulated based on thapact and
likelihood of each potentiddreach.
BALBIX 2 ;

Balbix BreachControl
PREDICT AND PROACTIVELY MITIGATE BREACHES

BreachControl provides:

 Predictive forecasts for breach scenarios

9 Actionable list of proactive mitigations based on business criticality
calculdes the business risk feach and every asset on yoetwork.

Prioritized list of mitigation actions based business risk
€ calculate the business risk for every asset

wherein determining an expected downtime of ¢
system in dependence upon gatedictedfuture threa
activity;

BALBIX 1;

What is BreachControl?

The Bal bix BreachContr ol E pHreadnhds bypravidng | |
continuous and redime risk predictionand proactive control of breaches through a
prioritized list ofmitigation actions

Step 2: Prioritize Actions
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These actions are prioritized based on business riskatulated based on thapact and
likelihood of each potentiddreach.

BALBIX 2 ;

Balbix BreachControl

PREDICT AND PROACTIVELY MITIGATE BREACHES
BreachControl provides:

9 Predictive forecasts for breach scenarios

T Actionable list of proactive mitigations based on business criticality

calculdes the business risk feach and every asset on yoetwork.

Prioritized list of mitigation actions based buasiness risk
€ calculate the business risk for every asset

determining a financial loss for each of a plurality
operational processes dependent on the downtin
the systems;

adding the financial losses for the plurality of proce
to obtain a combined financial loss arising from
future threat activy.

Claim: 29
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29. A nontransitory computer readable medi
having a computer program thereon, which w
executed by a computer system having one or |
computer processors and a fteemsient compute
readable memory, causes the computer syste
predict for each ba plurality of threats, future thre
activity a Monte Carlo method based on stoch:
modelling of past observed threat events capab
affecting at least one computer network in whic
plurality of systems operate, wherein the plurality
threatsncludes a plurality of electronic threats and
plurality of electronic threats includes a plurality
computer viruses;

BALBIX 1;

What is BreachControl?

The Balbix BreachContr ol E pHreadchds byrpravidng | |
continuous and redime risk predictionand proactive control of breaches through a
prioritized list ofmitigation actions

Step 2: Prioritize Actions
These actions are prioritized based on business riskaculated based on thmpact and
likelihood of each potentiddreach.

BALBIX 2 ;

Balbix BreachControl
PREDICT AND PROACTIVELY MITIGATE BREACHES

BreachControl provides:

1 Predictive forecasts for breach scenarios

9 Actionable list of proactive mitigations based on business criticality
calculaes the business risk feach and every asset on yoetwork.

Prioritized list of mitigation actions based lbusiness risk
€ calculate the business risk for every asset

wherein execution of the computer program cause
computer system to perform, for each given thi
steps comprising:
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modelling a set of past observed threat events to c
an estimate of at least one model parameter;

performing a Monte Carloimulation of the givet
threat by:

predicting future threat events using the at least
model parameter and a stochastic model usii
projection of at least one model parameter whic
based on the estimate of at least one model para
and on a randomigrawn variable, angbredictinga
distribution of future threat events by repeating
simulation using a plurality of variables; and

BALBIX 1;

What is BreachControl?

The Balbix BreachContr ol E pHreadhds byrpravidng | |
continuous and redime risk predictionand proactive control of breaches through a
prioritized list ofmitigation actions

Step 2: Prioritize Actions
These actions are prioritized based on business riskatulated based on thepact and
likelihood of each potentiddreach.

BALBIX 2 ;

Balbix BreachControl
PREDICT AND PROACTIVELY MITIGATE BREACHES

BreachControl provides:

9 Predictive forecasts for breach scenarios

1 Actionable list of proactive mitigations based on business criticality

calculdes the business risk feach and every asset on yoetwork.
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Prioritized list of mitigation actions based business risk
€ calculate the business risk for every asset

wherein determining an expected downtime of ¢
system in dependence upon gatddictedfuture threa
activity;

BALBIX 1;

What is BreachControl?

The Balbix BreachContr ol E pHreachds byrpravidng | |
continuous and redime risk predictionand proactive control of breaches through a
prioritized list ofmitigation actions

Step 2: Prioritize Actions
These actions are prioritized based on business riskaculated based on thmpact and
likelihood of each potentiddreach.

BALBIX 2 ;

Balbix BreachControl

PREDICT AND PROACTIVELY MITIGATE BREACHES
BreachControl provides:

9 Predictive forecasts for breach scenarios

9 Actionable list of proactive mitigations based on business criticality

calculdes the business risk feach and every asset on yoetwork.
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Prioritized list of mitigation actions based buasiness risk
€ calculate the business risk for every asset

determining a financial loss for each of a plurality
operational processes dependent on the downtirr
the systems;

adding the financial losses for the plurality of proce
to obtain a combined financial loss arising from
future threat activy.

Note: Total claims: 30 and Independent claims: 3

EXHIBIT C

Quantarodos Pr el

mi

nary I nfringement

Cont en

US Patent N0:928822414/827,712

Accused Instrumentalities

Claim: 1

1. Apparatus for assessing and valuing comg
network threats, the threats including at least
electronic threat, the computer network comprisit
plurality of IT systems and a plurality of busin
processes operating on the plurality of IT systeines
apparatus comprising at least one processor &
memory coupled to the processor, the memory st
instructions executable by the processor that caus
processor to:
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predict future threat activity based on past obsel
threat activity including, at least one electronic thr
to receive observed threat data from a databas
extrapolate future event frequency and to produ
profile of predicted threat activity, whereinthe
observed threat data includes observed threats ar
each observed threat, one or more targets foi
observed threat and a severity score for each targ

BALBIX 1;

What is BreachControl?

The Bal bix BreachContr ol E pHreadchds byrpravidng |
continuous and redime risk predictionand proactive control of breaches through a
prioritized list ofmitigation actions

Step 2: Prioritize Actions
These actions are prioritized based on business riskaculated based on th@pact and
likelihood of each potentiddreach.

BALBIX 2 ;

Balbix BreachControl
PREDICT AND PROACTIVELY MITIGATE BREACHES

BreachControl provides:

9 Predictive forecasts for breach scenarios

1 Actionable list of proactive mitigations based on business criticality
calculaes the business risk feach and every asset on yoetwork.

Prioritized list of mitigation actions based buasiness risk
€ calculate the business risk for every asset
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determine expected downtime of each system o
plurality of IT systems in dependence upon
predictedthreat activity including the severity sco
and extrapolated future event frequency;

BALBIX 1;

What is BreachControl?

The Bal bix BreachContr ol E pHreadchds byrpravidng |
continuous and redime risk predictionand proactive control of breaches through a
prioritized list ofmitigation actions

Step 2: Prioritize Actions
These actions are prioritized based on business riskaculated based on th@pact and
likelihood of each potentiddreach.

BALBIX 2 ;

‘| Balbix BreachControl

PREDICT AND PROACTIVELY MITIGATE BREACHES
BreachControl provides:

9 Predictive forecasts for breach scenarios

1 Actionable list of proactive mitigations based on business criticality
calculaes the business risk feach and every asset on yoetwork.

Prioritized list of mitigation actions based buasiness risk
€ calculate the business risk for every asset

Pagel8of 91




determine the financial loss for each of the pluralit
business processes dependent on the downtimes
IT systems, and,;

add the financial losses for the plurality of busir
processes so as to obtain a combined financial
arising from thehreat activity.

Claim: 13

13. A method of assessing and valuing comg
network threats, the threats including at least
electronic threat, the network comprising a pluralit
IT systems wherein a plurality of business proce
operate on the plurality of IT systems the noet
comprising, by using at least one computer proces

predictirg threat activity based on past obser
activity including, for at least one electronic threat
receive observed threat data from a databas
extrapolate future event frequency and to produ
profile of predicted threat activity, wherein th
obseved threat data includes observed threats an
each observed threat, one or more targets fol
observed threat and a severity score for each targ

BALBIX 1;

What is BreachControl?

The Bal bix BreachContr ol E pHreadhds byrpravidng |
continuous and redime risk predictionand proactive control of breaches through a
prioritized list ofmitigation actions

Step 2: Prioritize Actions
These actions are prioritized based on business riskatulated based on thepact and
likelihood of each potentiddreach.

BALBIX 2 ;

Balbix BreachControl
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PREDICT AND PROACTIVELY MITIGATE BREACHES
BreachControl provides:

9 Predictive forecasts for breach scenarios

1 Actionable list of proactive mitigations based on business criticality
calculaes the business risk feach and every asset on yoetwork.

Prioritized list of mitigation actions based business risk
€ calculate the business risk for every asset

determining expected downtime of the plurality of
systems in dependence upon saiekdicted threat
activity including the severity scores and extrapol
future event frequency;

BALBIX 1;

What is BreachControl?

The Bal bix BreachContr ol E pHreadhds byrpravidng |
continuous and redime risk predictionand proactive control of breaches through a
prioritized list ofmitigation actions

Step 2: Prioritize Actions
These actions are prioritized based on business riskatulated based on thepact and
likelihood of each potentiddreach.

BALBIX 2 ;

Balbix BreachControl
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PREDICT AND PROACTIVELY MITIGATE BREACHES
BreachControl provides:

9 Predictive forecasts for breach scenarios

1 Actionable list of proactive mitigations based on business criticality
calculaes the business risk feach and every asset on yoetwork.

Prioritized list of mitigation actions based business risk
€ calculate the business risk for every asset

determining the financial loss for the plurality
business processes dependent on the downtimes
IT systems;

adding the financial losses for the plurality of busir
processes to obtain a combined financial loss ar
from the threat activity

Claim: 16

16. A nontransitory computer readable medi
storing a computer program which when executed
computer system, causes the computer syste
perform a method of assessing and valuing com|
network threats, the threats including at least
electronc threat, the computer network comprisin
plurality of IT systems wherein a plurality of busin
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processes operate on the plurality of IT systems
method comprising:

predicting threat activity based on past obser
activity including, at least one electronic threat
receive observed threat data from a databas
extrapolate future event frequency and to produ
profile of predicted threat activity, wherein th
observedhreat data includes observed threats anc
each observed threat, one or more targets fol
observed threat and a severity score for each targ

BALBIX 1;

What is BreachControl?

The Bal bix BreachContr ol E pHreachds byrpravidng |
continuous and redime risk predictionand proactive control of breaches through a
prioritized list ofmitigation actions

Step 2: Prioritize Actions
These actions are prioritized based on business riskaculated based on th@pact and
likelihood of each potentiddreach.

BALBIX 2 ;

Balbix BreachControl
PREDICT AND PROACTIVELY MITIGATE BREACHES

BreachControl provides:

1 Predictive forecasts for breach scenarios

1 Actionable list of proactive mitigations based on business criticality
calculdes the business risk feach and every asset on yoetwork.

Prioritized list of mitigation actions based buasiness risk
€ calculate the business risk for every asset

Page22 of 91




determining expected downtime of each of
plurality of IT systems in dependence upon
predictedthreat activity including the severity sco
and extrapolated future event frequency;

BALBIX 1;

What is BreachControl?

The Bal bix BreachContr ol E pHreachds byrpravidng |
continuous and redime risk predictionand proactive control of breaches through a
prioritized list ofmitigation actions

Step 2: Prioritize Actions
These actions are prioritized based on business riskaculated based on th@pact and
likelihood of each potentiddreach.

BALBIX 2 ;

Balbix BreachControl
PREDICT AND PROACTIVELY MITIGATE BREACHES

BreachControl provides:

1 Predictive forecasts for breach scenarios

1 Actionable list of proactive mitigations based on business criticality
calculdes the business risk feach and every asset on yoetwork.

Prioritized list of mitigation actions based buasiness risk
€ calculate the business risk for every asset
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IT systems;

determining the financial loss for the plurality
business processes dependent on the downtimes

from the threat activity

adding the financial losses for the plurality of busir
processes to obtain a combined financial loss ar

Note: Total claims: 16 and Independent claims: 3

EXHIBIT D

Qu

antarés Preliminary I nfringement Content

US Patent N0:941822615/017,645

Accused Instrumentalities

Claim: 1

1. Apparatus for assessing financial loss from thi
capable of affecting at least one computer netwo
network includes a plurality of interconnec
networks, the threats including at least one electi
threat, the computer network comprising arality
of IT systems, an IT system defined in terms
physical location, and a plurality of operatio
business processes operating on the plurality ¢
systems, the apparatus including one or r

BALBIX 1;

What is BreachControl?
The Balbix BreachContr ol E pHreachds bypravidng | p ¢
continuous and redime risk predictionand proactive control of breaches through a prioritiz
list of mitigation actions

Step 2: Prioritize Actions
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computer processors and a computer reac
memory in which programming code is store
wherein the one or more computer processor:
configured pursuant to programming code in
computer readable memory faredictfor each of ¢
plurality of threats capable of affecting at least
computer network irwhich a plurality of systerr
operate, future threat activity based on past obse
threat activity wherein the plurality of thre:
includes a plurality of electronic threats and
plurality of electronic threats includes a plurality
computer virusesTrojan horses, computer worn
hacking and denial of service attacks, to rec
observed threat data from a database, to extray
future threat event frequency and to produce a pi
of predictedthreat activity, wherein the observ
threat data ioludes observed threats and, for e
observed threat, one or more targets for the obs:
threat and a severity score for each target;

These actions are prioritized based on business riskaculated based on thmpact and
likelihood of each potentiddreach.
BALBIX 2 ;

Balbix BreachControl
PREDICT AND PROACTIVELY MITIGATE BREACHES

BreachControl provides:

 Predictive forecasts for breach scenarios

9 Actionable list of proactive mitigations based on business criticality
calculdes the business risk feach and every asset on yoetwork.

Prioritized list of mitigation actions based business risk
€ calculate the business risk for every asset

determine expected downtime of each system o
plurality of IT systems independence upon
predictedthreat activity including the severity sco
and extrapolated future event frequency;

BALBIX 1;

What is BreachControl?
The Balbix BreachContr ol E pHreachds byrpravidng | p ¢
continuous and redime risk predictionand proactive control of breaches through a prioritiz
list of mitigation actions

Step 2: Prioritize Actions
These actions are prioritized based on business riskatulated based on thapact and
likelihood of each potentiddreach.
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BALBIX 2 ;

Balbix BreachControl
PREDICT AND PROACTIVELY MITIGATE BREACHES

BreachControl provides:

 Predictive forecasts for breach scenarios

9 Actionable list of proactive mitigations based on business criticality
calculdes the business risk feach and every asset on yoetwork.

Prioritized list of mitigation actions based business risk
€ calculate the business risk for every asset

determine financial loss for each of the plurality
operational business processes dependent o
downtimes of the IT systems;

add financial losses for the plurality of busin
processes to obtain a combined financial loss ar
from the threat etivity.

Claim: 13

13. A method for assessing financial loss from thr
capable of affecting at least one computer netwo
network includes a plurality of interconnec

BALBIX 1;

What is BreachControl?
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networks, the threats including at least one elect
threat, the computer network comprising arality
of IT systems, an IT system defined in terms
physical location, and a plurality of operatio
business processes operating on the plurality «
systems, the apparatus including one or r
computer processors and a computer reac
memory in which programming code is store
wherein the one or more computer processor:
configured pursuant to programming code in
computer readable memory faredictfor each of ¢
plurality of threats capable of affecting at least
computer network irwhich a plurality of systerr
operate, future threat activity based on past obse
threat activity wherein the plurality of thre:
includes a plurality of electronic threats and
plurality of electronic threats includes a plurality
computer virusesTrojan horses, computer worn
hacking and denial of service attacks, to rec
observed threat data from a database, to extrag
future threat event frequency and to produce a pt
of predictedthreat activity, wherein the observ
threat data ioludes observed threats and, for e
observed threat, one or more targets for the obs:
threat and a severity score for each target;

The Balbix BreachContr ol E pHreadhds byrpravidng | p ¢
continuous and redime risk predictionand proactive control of breaches through a prioritiz
list of mitigation actions

Step 2: Prioritize Actions
These actions are prioritized based on business riskatulated based on thepact and
likelihood of each potentiddreach.

BALBIX 2 ;

Balbix BreachControl
PREDICT AND PROACTIVELY MITIGATE BREACHES

BreachControl provides:

9 Predictive forecasts for breach scenarios

9 Actionable list of proactive mitigations based on business criticality
calculdes the business risk feach and every asset on yoetwork.

Prioritized list of mitigation actions based business risk
€ calculate the business risk for every asset
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determine expected downtime of each system o
plurality of IT systems independence upon
predictedthreat activity including the severity sco
and extrapolated future event frequency;

BALBIX 1;

What is BreachControl?
The Balbix BreachContr ol E pHreachds byrpravidng | p ¢
continuous and redime risk predictionand proactive control of breaches through a prioritiz
list of mitigation actions

Step 2: Prioritize Actions
These actions are prioritized based on business riskaculated based on thmpact and
likelihood of each potentiddreach.

BALBIX 2 ;

‘| Balbix BreachControl

PREDICT AND PROACTIVELY MITIGATE BREACHES
BreachControl provides:

1 Predictive forecasts for breach scenarios

9 Actionable list of proactive mitigations based on business criticality
calculaes the business risk feach and every asset on yoetwork.

Prioritized list of mitigation actions based business risk
€ calculate the business risk for every asset

Page28 of 91




determine financial loss for each of the plurality
operational business processes dependent o
downtimes of the IT systems;

add financial losses for the plurality of busin
processes to obtain a combined financial loss ar
from the threat etivity.

Claim: 16

16. A nontransitory computer readable mem
storing a computer program which when execute
a computer system, causes the computer syste
perform a method of assessing financial loss 1
threats capable of affecting at least one comy
network, a network include a plurality c
interconnected networks, the threats including at
one electronic threat, the computer netw
comprising a plurality of IT systems, an IT syst
defined in terms of physical location, and a plure
of operational busess processes operating on
plurality of IT systems, the method comprising:

predictfor each of a plurality of threats capable
affecting at least one computer network in whic
plurality of systems operate, future threat acti
based on past observed threat activity whereir
plurality of threats includes a plurality of electro
threats and the plurality of electronic threats inclt
a plurality of computer viruses, Trojan hors
computer worms, hacking and denial of sen
attacks, to receive observed threat data fro

BALBIX 1;

What is BreachControl?
The Bal bix BreachContr ol E pHreachdsbyrpravidmg | p ¢
continuous and redime risk predictionand proactive control of breaches through a prioritiz
list of mitigation actions

Step 2: Prioritize Actions
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database, to extrapolate future threat event freqt| These actions are prioritized based on business riskacalated based on th@pact and
and to produce a profile @rredictedthreat activity | likelihood of each potentiddreach.

wherein the observed threat data includes obse
threats and, for each observed threat, one or
targets for the observed threat and a severity sco| BALBIX 2 ;
each target;
Balbix BreachControl

PREDICT AND PROACTIVELY MITIGATE BREACHES

BreachControl provides:

 Predictive forecasts for breach scenarios

9 Actionable list of proactive mitigations based on business criticality
calculdes the business risk feach and every asset on yoetwork.

Prioritized list of mitigation actions based business risk
€ calculate the business risk for every asset

BALBIX 1;

determine expected downtime of each system o What is BreachControl?
plurality of IT systems independence upon {The Bal bi x BreachContr ol E pHdreachds bypravidng | p :
predictedthreat activity including the severity sco|continuous and redime risk predictionand proactive control of breaches through a prioritiz
and extrapolated future event frequency; list of mitigation actions

Step 2: Prioritize Actions
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These actions are prioritized based on business riskatulated based on thapact and
likelihood of each potentiddreach.
BALBIX 2 ;

Balbix BreachControl
PREDICT AND PROACTIVELY MITIGATE BREACHES

BreachControl provides:

 Predictive forecasts for breach scenarios

9 Actionable list of proactive mitigations based on business criticality
calculdes the business risk feach and every asset on yoetwork.

Prioritized list of mitigation actions based business risk
€ calculate the business risk for every asset

determine financial loss for each of the plurality
operational business processes dependent o
downtimes of the IT systems;

add financial losses for the plurality of busin
processes to obtain a combined financial loss ar
from the threat etivity.

Note: Total claims: 16 and Independent claims: 3
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EXHIBIT E

Qu

antaro6s Preliminary I nfringement Content

US Patent N0:976260515/012,182

Accused Instrumentalities

Claim: 1

1. Apparatus for assessing financial loss from ¢
threats capable of affecting at least one comy
network, the threat including at least one electr
threat, the computer network comprising a plure
of IT systems and a plurality of business @ese:
operating on the plurality of IT systems, the appar
comprising at least one processor configt
pursuant to programming code in a rteemsitory
computer readable memory coupled to the proce
the nontransitory computer memory stori
instructions executable by the processor that ¢
the processor to:

predict future cyber threat activity using a Mor
Carlo method based on stochastic modetihgctual
past observed computer network cyber threat act
to receive observed cyber threat data from a data
the list of observed cyber threats includ
information, for each threat, of identification of
least one computer system targeted ektrapolats
future event frequency, to produce a profile
predicted cyber threat activity, wherein for ea
actual observed cyber threat on the comg

BALBIX 1;

What is BreachControl?
The Balbix BreachContr ol E pHreachds byrpravidng | p ¢
continuous and redime risk predictionand proactive control of breaches through a prioritiz
list of mitigation actions

Step 2: Prioritize Actions
These actions are prioritized based on business riskatulated based on thapact and
likelihood of each potentiddreach.
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network, an identifier, a name, a description of
threat, a temporal profile specifying frequgnof
occurrence, a target (or targets) for the threat
severity score for the (each target) are included i
cyber threat data within the database, output
predicted future threat activity to one or mc
firewalls to improve their accuracy in mrectly
identifying cyber threats actually observed on the
or more computer networks to improve the accu
of the apparatus and stochastic modeling of asse
financial loss from cyber threats on an ongoing b.
determine expected downtime of bagystem of th
plurality of IT systems in dependence upon
predictedthreat activity including the severity sco
and extrapolated future event frequency, deter!
loss for each of the plurality of business proce
dependent on the downtimes o&tll systems, an
add losses for the plurality of business process:
as to obtain a combined financial loss arising fron
cyber threat activity.

BALBIX 2 ;

Balbix BreachControl
PREDICT AND PROACTIVELY MITIGATE BREACHES

BreachControl provides:

 Predictive forecasts for breach scenarios

9 Actionable list of proactive mitigations based on business criticality
calculdes the business risk feach and every asset on yoetwork.

Prioritized list of mitigation actions based business risk
€ calculate the business risk for every asset

Claim: 11

11. A computeiimplemented method, the meth
being performed by a computer system having ol
more computer processors and a -tramsitory
computer readable memory in which programn
code is stored, whereupon execution of
programming code by oner more compute
processors the computer system performs opere
comprising:
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predictingfuture cyber threat activity, for each o
plurality of computer network cyber threats, usir
Monte Carlo method based on stochastic modelit
actual past observed computer network cyber tl
activity, to receive observed cyber threat data frc
database, the list of observed cyber threats inclL
information, for each threat, of identification of
least one computer system targeted, to extrap
future event frequency, to produce a profile
predicted cyber threat activity, wherein for ea
actual observed cyber threat on the comg
network, an identifier, a name, a description of
threat, a temporal profile specifying frequency
occurrence, a target (or targets) for the threat ¢
severity score for the (each target) are includettie
cyber threat data within the database, output
predicted future threat activity to one or mc
firewalls to improve their accuracy in correc
identifying cyber threats actually observed on the
or more computer networks to improve the accy
of the apparatus and stochastic modeling of asse
financial loss from cyber threats on an ongoing b.
wherein for each given threat the method compri

BALBIX 1;

What is BreachControl?
The Balbix BreachContr ol E pHreachds byrpravidng | p ¢
continuous and redime risk predictionand proactive control of breaches through a prioritiz
list of mitigation actions

Step 2: Prioritize Actions
These actions are prioritized based on business riskaculated based on thmpact and
likelihood of each potentiddreach.

BALBIX 2 ;

Balbix BreachControl
PREDICT AND PROACTIVELY MITIGATE BREACHES

BreachControl provides:

1 Predictive forecasts for breach scenarios

9 Actionable list of proactive mitigations based on business criticality
calculaes the business risk feach and every asset on yoetwork.

Prioritized list of mitigation actions based business risk
€ calculate the business risk for every asset
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modelinga set of past observed computer netw
cyber threat events to obtain an estimate of at
one model parameter;

performing a Monte Carlo simulation of the gi\
computer network cyber threat by:

predicting future computer network cyber thre
events using the at least one model parameter
stochastic model using a projection of at least
model parameter which is based on the estimate
least one model parameter and on a randairdyn
variable acording to a predefined distribution anc
use said at least one variable in the stochastic n
and predicting a distribution of future comput
network cyber threat events by repeating
simulation using a plurality of variables, determin
expectediowntime of each IT system in depende
upon saidpredictedfuture computer network cyb
threat activity, determining financial loss for eact
a plurality of operational processes dependent o
downtimes of the IT systems adding losses for
plurality of processes to obtain a combined finan
loss arising from the future computer network cy
threat activity.

BALBIX 1;

What is BreachControl?
The Balbix BreachContr ol E pHreachds byrpravidng | p ¢
continuous and redime risk predictionand proactive control of breaches through a prioritiz
list of mitigation actions

Step 2: Prioritize Actions
These actions are prioritized based on business riskaculated based on thmpact and
likelihood of each potentiddreach.

BALBIX 2 ;

Balbix BreachControl
PREDICT AND PROACTIVELY MITIGATE BREACHES

BreachControl provides:

I Predictive forecasts for breach scenarios

9 Actionable list of proactive mitigations based on business criticality

calculdes the business risk feach and every asset on yoetwork.
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Prioritized list of mitigation actions based buasiness risk
é calculate the business risk for every asset

Claim: 13

13. A computer readable medium having a comg
program thereon, which when executed by
computer system having one or more comp
processors and a ndransitory computer readak
memory, causes the computer system to per
steps comprising:

to predict for each of a plurality of computer netwc
cyber threats, future cyber threat activity usin
Monte Carlo method based on stochastic modelit
actual past observed computer network cyber tl
activity, to receive observed cyber threatedfabm a
database, the list of observed cyber threats inclt
information, for each threat, of identification of
least one computer system targeted, to extrap
future event frequency, to produce a profile
predicted cyber threat activity, whenei for eact
actual observed cyber threat on the comg
network, an identifier, a name, a description of
threat, a temporal profile specifying frequency
occurrence, a target (or targets) for the threat
severity score for the (each target) imauded in the
cyber threat data within the database, output

BALBIX 1;

What is BreachControl?
The Bal bix BreachContr ol E pHreadnhds byrpravidmg | p ¢
continuous and redime risk predictionand proactive control of breaches through a prioritiz
list of mitigation actions

Step 2: Prioritize Actions
These actions are prioritized based on business riskatulated based on thapact and
likelihood of each potentiddreach.

BALBIX 2 ;

Balbix BreachControl
PREDICT AND PROACTIVELY MITIGATE BREACHES

Page36 of 91




predicted future threat activity to one or mc
firewalls to improve their accuracy in correc
identifying cyber threats actually observed on the
or more computer networks to improvestaccurac
of the apparatus and stochastic modeling of asse
financial loss from cyber threats on an ongoing bi

BreachControl provides:

9 Predictive forecasts for breach scenarios

9 Actionable list of proactive mitigations based on business criticality
calculdes the business risk feach and every asset on yoetwork.

Prioritized list of mitigation actions based business risk
€ calculate the business risk for every asset

wherein execution of the computer program ca
the computer system to perform, for each gi
threat, steps further comprising:

modeling a set of past observed computer net
cyber threat events to obtain an estimate of at
one model parameter;

performing a Monte Carlo simulation of the gi\
computer network cyber threat by:

predicting future computer network cyber thre
events using the at least one model parameter
stochastic model using a projection of at least
model parameter which is based on the estimate
least one model parameter and on a randairdyn
variable acording to a predefined distribution anc
use said at least one variable in the stochastic n

BALBIX 1;

What is BreachControl?
The Balbix BreachContr ol E pHreachds byrpravidng | p ¢
continuous and redime risk predictionand proactive control of breaches through a prioritiz
list of mitigation actions
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and predicting a distribution of future comput
network cyber threat events by repeating
simulation using a plurality of variables.

Step 2: Prioritize Actions

These actions are prioritized based on business riskatulated based on thepact and

likelihood of each potentiddreach.

BALBIX 2 ;

Balbix BreachControl

PREDICT AND PROACTIVELY MITIGATE BREACHES
BreachControl provides:

T Predictive forecasts for breach scenarios

9 Actionable list of proactive mitigations based on business criticality

calculdes the business risk feach and every asset on yoetwork.

Prioritized list of mitigation actions based business risk
€ calculate the business risk for every asset

Note: Total claims: 15 and Independent claims: 3

EXHIBIT F

Qu

antaro6s Preliminary I nfringement

Conten

US Patent No: 10122751 15/696,202

Accused Instrumentalities
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Claim: 1

1. A system comprising:

one or more computers comprising one or n
hardware processors;

one or more computeeadable media storir
instructions that, when executed by the one or r
computers, cause the one or more computel
perform operations comprising:

receiving, by the one or more computers, d
indicating a list of observed compuieased threat
including at least one selected from the gr
consisting of a virus, malware, a network intrus
and a denial of service attack, with data for €
threat identifyirg frequency of occurrence, whi
may include at least one period of time
corresponding frequency of occurrence for a g
time window having a beginning and end;

accessing, by the one or more computers,
specifying relationships between:

() IT system infrastructures representing compu
devices of an organization and a network conne
the computing devices and their physical and lo¢
location, defined by information such as ident
name and category identity;

(i) system categories indicating characteristics
assets of the organization;
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(iif) operational processes of an organization, def
by identity, a name and a value in terms of a mon«
value for a given time window having a beginn
and end;

(iv) mitigating actions representing the thr
mitigation measures of the organization;

BALBIX 1;

What is BreachControl?
The Bal bix BreachContr ol E pHreadchdsbyrpraviding | p
continuous and redime risk predictionand proactive control of breaches through a priorit
list of mitigation actions

Step 2: Prioritize Actions
These actions are prioritized based on business riskaculated based on th@pact and
likelihood of each potentiddreach.

BALBIX 2 ;

Balbix BreachControl
PREDICT AND PROACTIVELY MITIGATE BREACHES

BreachControl provides:

9 Predictive forecasts for breach scenarios

1 Actionable list of proactive mitigations based on business criticality

calculdes the business risk feach and every asset on yoetwork.
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Prioritized list of mitigation actions based buasiness risk
€ calculate the business risk for every asset

BALBIX 3 ;

mitigation actions, prioritized by business risk

calculate breach risk for every assed gnovides mitigatioractions, prioritized based on
business impact.

Understand and select the most urgent tasks first tmaetnum impact in reducing risk

BALBIX 5 VIDEO (at 1.04);

https://quantarsolutions.com/vgontent/uploads/2019/05/BALBE8-Balbix.mp4

performing, by the one or more computers a plur.
of simulations using a Monte Carlo method using
accessed data specifying relationshipsptedict a
distribution of threat events, each simulal
involving propagating data through stocha
modeling for a given time window having
beginning and end;

BALBIX 1;

What is BreachControl?
The Bal bix BreachContr ol E pHreadchds byrpravidng | p
continuous and redime risk predictionand proactive control of breaches through a priorit
list of mitigation actions

Step 2: Prioritize Actions
These actions are prioritized based on business riskadculated based on thepact and
likelihood of each potentiddreach.
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BALBIX 2 ;

Balbix BreachControl
PREDICT AND PROACTIVELY MITIGATE BREACHES

BreachControl provides:

9 Predictive forecasts for breach scenarios

9 Actionable list of proactive mitigations based on business criticality
calculaes the business risk feach and every asset on yoetwork.

Prioritized list of mitigation actions based business risk
€ calculate the business risk for every asset

modelling threat events using at least two diffe
stochastic models and obtaining at least two diffe
sets of model parameters, sampling, by the or
more computers, outcomes of the plurality
simulations generated using a Monte Carlo me
accading to the set of threat events within a serie
temporal profiles, each having a beginning and €

sampling, by the one or more computers, a plur
of simulation outcomes of the plurality of simulatic
generated using a Monte Carlo method that inc
mitigating actions representing the threatigation

BALBIX 1;

What is BreachControl?
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measures of the organization for a seriggi#ntime|The Bal bi x BreachContr ol E pHreadhds byrpravidmg | p
windows, each having a beginning and end; continuous and redime risk predictionand proactive control of breaches through a priorit
list of mitigation actions

Step 2: Prioritize Actions
These actions are prioritized based on business riskadtulated based on thepact and
likelihood of each potentiddreach.

BALBIX 2 ;

Balbix BreachControl
PREDICT AND PROACTIVELY MITIGATE BREACHES

BreachControl provides:

9 Predictive forecasts for breach scenarios

9 Actionable list of proactive mitigations based on business criticality
calculaes the business risk feach and every asset on yoetwork.
Prioritized list of mitigation actions based buasiness risk

€ calculate the business risk for every asset

BALBIX 3 ;

mitigation actions, prioritized by business risk

calculate breach risk for every assed @novides mitigatioractions, prioritized based on
business impact.
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Understand and select the most urgent tasks first tm@emum impact in reducing risk

BALBIX 5 VIDEO (at 1.04);

https://quantarsolutions.com/vgontent/uploads/2019/05/BALBE8-Balbix.mp4

based on the sampled outcomes of the simulat
determining, by the one or more computers, mea:
of impact of the computerelated threats to tf
organization for a given time window having
beginning and end and providing, by the one or r
computes and for output to a user, graphi
representations of the determined measuresudct
of the computebased threats to the organization,
a given time window having a beginning and enc
a graphical user interface;

BALBIX 3;
mitigation actions, prioritized by business risk

calculate breach risk for every assed gnovides mitigatioractions, prioritized based on
business impact.

Understand and select the most urgent tasks first tm@eamum impact in reducing risk

BALBIX 5 VIDEO (at0.12 +1.13)

https://quantarsolutions.com/vgontent/uploads/2019/05/BALBE8-Balbix.mp4

the one or more computers further configured to;

receive observed computkased threat data;

receive input data of the number of viruses contre
by period and the number of new viruses worldw
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extrapolating from the input data, using a Mc
Carlo method, topredict future computebasec
threat activity rates and types and,;

BALBIX 1;

What is BreachControl?
The Bal bix BreachContr ol E pHreadchdsbyrpraviding | p
continuous and redime risk predictionand proactive control of breaches through a priorit
list of mitigation actions

Step 2: Prioritize Actions
These actions are prioritized based on business riskaculated based on th@pact and
likelihood of each potentiddreach.

BALBIX 2 ;

Balbix BreachControl
PREDICT AND PROACTIVELY MITIGATE BREACHES

BreachControl provides:

9 Predictive forecasts for breach scenarios

1 Actionable list of proactive mitigations based on business criticality
calculaes the business risk feach and every asset on yoetwork.

Prioritized list of mitigation actions based buasiness risk
€ calculate the business risk for every asset
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outputting said predicted future computebasec
threat activity into the network and firewall log
updating the firewall policy tree to define the act
of accept or deny, according to the char
automatically made to the policy tree of rules in
sets of firewall rules, whit in turn inserts update
rules into the firewall policy.

BALBIX 2 ;

Balbix BreachControl
PREDICT AND PROACTIVELY MITIGATE BREACHES

BreachControl provides:

9 Predictive forecasts for breach scenarios

9 Actionable list of proactive mitigations based on business criticality
calculaes the business risk feach and every asset on yoetwork.

Prioritized list of mitigation actions based buasiness risk
€ calculate the business risk for every asset

Claim: 9

9. A method performed by one or more compui
the method comprising:

receiving and accessing, by the one or n
computers, data specifying relationships betweel

() IT system infrastructures representing compu
devices of an organization and a network conne
the computing devices and their physical and lo¢
location, defined by information such as ideni
name and category identity;

(i) system categories indicating characteristics
assets of the organization;
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(iif) operational processes of an organization, def
by identity, a name and a valuagé&mms of a monetat
value for a given time window having a beginn
and end;

(i) a list of observed computdrased threat
including at least one selected from the gr
consisting of a virus, malware, a network intrus
and a denial of service atk, with data for eac
threat identifying frequency of occurrence, wh
may include at least one period of time
corresponding frequency of occurrence for a g
time window having a beginning and end;

(iv) mitigating actions representing the thr
mitigation measures of the organization;

BALBIX 1;

What is BreachControl?
The Bal bix BreachContr ol E pHreadhds byrpravidmg | p
continuous and redime risk predictionand proactive control of breaches through a priorit
list of mitigation actions

Step 2: Prioritize Actions
These actions are prioritized based on business riskatulated based on thepact and
likelihood of each potentiddreach.

BALBIX 2 ;

Balbix BreachControl
PREDICT AND PROACTIVELY MITIGATE BREACHES

Paged7of 91




BreachControl provides:

9 Predictive forecasts for breach scenarios

1 Actionable list of proactive mitigations based on business criticality
calculdaes the business risk feach and every asset on yoetwork.
Prioritized list of mitigation actions based business risk

€ calculate the business risk for every asset

BALBIX 3 ;

mitigation actions, prioritized by business risk

calculate breach risk for every assed @novides mitigatioractions, prioritized based on
business impact.

Understand and select the most urgent tasks first tm@emum impact in reducing risk

BALBIX 5 VIDEO (at 1.04);

https://quantarsolutions.com/vgmntent/uploads/2019/05/BALBE%-Balbix.mp4

the one or more computers performing a pluralit
simulations using a Monte Carlo method using
accessed data specifying relationships, ¢
simulation involving propagating data throu
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stochastic modeling for a given time window hav
a beginning ad end;

sampling by the one or more computers, outcom
the plurality of simulations generated using a Mc
Carlo method, for a given time window having
beginning and end;

sampling by the one or more computers, outcom
the plurality of simulations generated using a Mc
Carlo method, that include mitigating actic
representing the threamitigation measures of th
organization for a given time window having
beginningand end,;

BALBIX 1;

What is BreachControl?
The Balbix BreachContr ol E pHreadhdsbypravidmg | p
continuous and redime risk predictionand proactive control of breaches through a priorit
list of mitigation actions

Step 2: Prioritize Actions
These actions are prioritized based on business riskatualated based on thepact and
likelihood of each potentiddreach.

BALBIX 2 ;

Balbix BreachControl
PREDICT AND PROACTIVELY MITIGATE BREACHES

BreachControl provides:

i Predictive forecasts for breach scenarios

1 Actionable list of proactive mitigations based on business criticality

Paged49of 91




calculdes the business risk feach and every asset on yoetwork.
Prioritized list of mitigation actions based buasiness risk

€ calculate the business risk for every asset

BALBIX 3;

mitigation actions, prioritized by business risk

calculate breach risk for every assed gnovides mitigatioractions, prioritized based on
business impact.

Understand and select the most urgent tasks first tm@etmum impact in reducing risk

BALBIX 5 VIDEO (at 1.04);

https://quantarsolutions.com/vgontent/uploads/2019/05/BALBE8-Balbix.mp4

performing, based on the sampled outcomes o|BALBIX 3;
simulations generated using a Monte Carlo met
determining, by the one or more computers, mea¢| mitigation actions, prioritized by business risk
of impact of the computerelated threats to tt
organization for a given time window having|calculate breach risk for every assed anovides mitigatioractions, prioritized based on
beginningand end and providing, by the one or m| business impact.

computers and for output to a user, grapfr
representations of the determined measuresdct| Understand and select the most urgent tasks first tmgeimum impact in reducing risk
of the computebased threats to the organization,
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a given time window having a beginning and enc
a graphial user interface;

BALBIX 5 VIDEO (at0.12 + 1.13);

https://quantarsolutions.com/vgmntent/uploads/2019/05/BALBE%-Balbix.mp4

receive observed computkased threat data;

receive input data of the number of viruses contre
by period and the number of new viruses worldw

extrapolating from the input data, using a Mc
Carlo method, topredict future computebasec
threat activity rates and types and;

BALBIX 1;

What is BreachControl?
The Bal bix BreachContr ol E pHreadchds byrpravidng | p
continuous and redime risk predictionand proactive control of breaches through a priorit
list of mitigation actions

Step 2: Prioritize Actions
These actions are prioritized based on business riskaculated based on th@pact and
likelihood of each potentiddreach.

BALBIX 2 ;

Balbix BreachControl
PREDICT AND PROACTIVELY MITIGATE BREACHES

BreachControl provides:

9 Predictive forecasts for breach scenarios
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1 Actionable list of proactive mitigations based on business criticality

calculdes the business risk feach and every asset on yoetwork.

Prioritized list of mitigation actions based buasiness risk
€ calculate the business risk for every asset

outputting said predicted future computebasec
threat activity to one or more firewalls, to imprc
accuracy in identifying computer based threats ol
one or more computer networks, strengthen
accuracy through the detection of anomalous fire
policy rules, into the rievork and firewall logs
updating the firewall policy tree to define the act
of accept or deny, according to the char
automatically made to the policy tree of rules in
sets of firewall rules, which in turn inserts upde
rules into the firewalpolicy, wherein the method
performed by one or more computers comprising
or more hardware processors;

BALBIX 1;

What is BreachControl?
The Bal bix BreachContr ol E pHreadchds byrpravidng | p
continuous and redime risk predictionand proactive control of breaches through a priorit
list of mitigation actions

Step 2: Prioritize Actions
These actions are prioritized based on business riskaculated based on th@pact and
likelihood of each potentiddreach.

BALBIX 2 ;

Balbix BreachControl
PREDICT AND PROACTIVELY MITIGATE BREACHES

BreachControl provides:

9 Predictive forecasts for breach scenarios

Pages2 of 91




1 Actionable list of proactive mitigations based on business criticality

calculdes the business risk feach and every asset on yoetwork.

Prioritized list of mitigation actions based buasiness risk
€ calculate the business risk for every asset

one or more computeeadable media storir
instructions that, when executed by the one or 1
computers, cause the one or more computel
perform operations comprising.

Claim: 17

17. A nontransitory computereadable mediur
storing instructions that, when executed by the or
more computers, cause the one or more comput
perform operations comprising:

receiving and accessing, by the one or n
computers, data specifying relationships betweel

() IT system infrastructures representing compu
devices of an organization and a network conne
the computing devices and their physical and lo¢
location, defined by information such as ident
name and category identity;

(i) system categories indicating characteristics
assets of the organization;

(iif) operational processes of an organization, def
by identity, a name and a valuagé&mms of a monetat
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value for a given time window having a beginn
and end,

(iv) a list of observed computéased threat
including at least one selected from the gr
consisting of a virus, malware, a network intrus
and a denial of service attq with data for eac
threat identifying frequency of occurrence, wh
may include at least one period of time
corresponding frequency of occurrence for a g
time window having a beginning and end;

(iv) mitigating actions representing the thr
mitigation measures of the organization;

BALBIX 1;

What is BreachControl?
The Balbix BreachContr ol E pHreadhdsbyrpravidmg | p
continuous and redime risk predictionand proactive control of breaches through a priorit
list of mitigation actions

Step 2: Prioritize Actions
These actions are prioritized based on business riskatulated based on thepact and
likelihood of each potentiddreach.

BALBIX 2 ;

Balbix BreachControl
PREDICT AND PROACTIVELY MITIGATE BREACHES

BreachControl provides:
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1 Predictive forecasts for breach scenarios

1 Actionable list of proactive mitigations based on business criticality
calculdaes the business risk feach and every asset on yoetwork.
Prioritized list of mitigation actions based business risk

€ calculate the business risk for every asset

BALBIX 3;

mitigation actions, prioritized by business risk

calculate breach risk for every assed @novides mitigatioractions, prioritized based on
business impact.

Understand and select the most urgent tasks first tm@emum impact in reducing risk

BALBIX 5 VIDEO (at 1.04);

https://quantarsolutions.com/vgmntent/uploads/201@5/BALBIX -5-Balbix.mp4

the one or more computers performing a pluralit
simulations using a Monte Carlo method, e
simulation involving propagating data throt
stochastic modeling for a given time window hav
a beginning and end;
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sampling by the one or more computersng the
accessed data specifying relationships, outcom
the plurality of simulations for a given time windt
having a beginning and end;

sampling by the one or more computers using
accessed data specifying relationships, outcom
the plurality of simulations that include mitigati
actions representing the threaitigationmeasures ¢
the organization for a given time window havia
beginning and end;

BALBIX 1;

What is BreachControl?
The Bal bix BreachContr ol E pHreadchdsbyrpraviding | p
continuous and redime risk predictionand proactive control of breaches through a priorit
list of mitigation actions

Step 2: Prioritize Actions
These actions are prioritized based on business riskaculated based on th@pact and
likelihood of each potentiddreach.

BALBIX 2 ;

Balbix BreachControl
PREDICT AND PROACTIVELY MITIGATE BREACHES

BreachControl provides:

9 Predictive forecasts for breach scenarios

1 Actionable list of proactive mitigations based on business criticality

calculdes the business risk feach and every asset on yoetwork.
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Prioritized list of mitigation actions based buasiness risk
€ calculate the business risk for every asset

BALBIX 3 ;

mitigation actions, prioritized by business risk

calculate breach risk for every assed gnovides mitigatioractions, prioritized based on
business impact.

Understand and select the most urgent tasks first tmaetnum impact in reducing risk

BALBIX 5 VIDEO (at 1.04);

https://quantarsolutions.com/vgontent/uploads/2019/05/BALBE8-Balbix.mp4

based on the sampled outcomes of the simulat
determining, by the one or more computers, mea:
of impact of the computerelated threats to tf
organization for a given time window having
beginning and end and providing, by the one or r
computes and for output to a user, graphi
representations of the determined measuresudct
of the computebased threats to the organization,
a given time window having a beginning and enc
a graphical user interface;

BALBIX 3 ;
mitigation actions, prioritized by business risk

calculate breach risk for every assed @novides mitigatioractions, prioritized based on
business impact.

Understand and select the most urgent tasks first tmgetmum impact in reducing risk

BALBIX 5 VIDEO (at 012 + 1.13);
https://quantarsolutions.com/vgontent/uploads/2019/05/BALBE8-Balbix.mp4
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the one or more computers further configured to;

receive observed computeased threat data;

receive input data of the number of viruses contre
by period and the number of new viruses worldw

extrapolating from the input data, using a Mc
Carlo method, topredict future computebasec
threat activity rates and types and;

BALBIX 1;

What is BreachControl?
The Balbix BreachContr ol E pHreadhdsbypravidmg | p
continuous and redime risk predictionand proactive control of breaches through a priorit
list of mitigation actions

Step 2: Prioritize Actions
These actions are prioritized based on business riskatulated based on thepact and
likelihood of each potentiddreach.

BALBIX 2 ;

Balbix BreachControl
PREDICT AND PROACTIVELY MITIGATE BREACHES

BreachControl provides:

i Predictive forecasts for breach scenarios

1 Actionable list of proactive mitigations based on business criticality
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calculdes the business risk feach and every asset on yoetwork.

Prioritized list of mitigation actions based buasiness risk
€ calculate the business risk for every asset

outputting said predicted future computebasec
threat activity to one or more firewalls, to imprc
accuracy in identifying computer based threats ol
one or more computer networks, strengthen
accuracy through the detection of anomalous fire
policy rules, into the rievork and firewall logs
updating the firewall policy tree to define the act
of accept or deny, according to the char
automatically made to the policy tree of rules in
sets of firewall rules, which in turn inserts upde
rules into the firewalpolicy.

BALBIX 1;

What is BreachControl?
The Bal bix BreachContr ol E pHreadchds byrpraviding | p
continuous and redime risk predictionand proactive control of breaches through a priorit
list of mitigation actions

Step 2: Prioritize Actions
These actions are prioritized based on business riskaculated based on th@pact and
likelihood of each potentiddreach.

BALBIX 2 ;

Balbix BreachControl
PREDICT AND PROACTIVELY MITIGATE BREACHES

BreachControl provides:

9 Predictive forecasts for breach scenarios

1 Actionable list of proactive mitigations based on business criticality
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calculdes the business risk feach and every asset on yoetwork.

Prioritized list of mitigation actions based buasiness risk
€ calculate the business risk for every asset

Note: Total claims: 20 and Independent claims: 3

EXHIBIT G
Quantarés Preliminary I nfringement Content
US Patent Appllgzt:'flnlgi: 20180039922 Accused Instrumentalities
Claim: 1

1. Apparatus forcalculating economic loss fror
electronic threats capable of affecting comp
networks, a network includes at least |
interconnected networks and at least two IT syst
the threats including at least one electronic threat
business processes operating on the IT systems
apparatus including one or more computer proce:
and a computer readable memory coupled to the
or more computer processors in which programr
code is stored, wherein the, one or more comi
processa® are configured pursuant to programir
code in the computer readable memory to:

BALBIX 2 ;

Balbix BreachControl
PREDICT AND PROACTIVELY MITIGATE BREACHES

BreachControl provides:

 Predictive forecasts for breach scenarios

1 Actionable list of proactive mitigations based on business criticality

calculdes the business risk feach and every asset on yoetwork.
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Prioritized list of mitigation actions based buasiness risk
é calculate the business risk for every asset

predictfor each electronic threat capable of affec
computer networks in which IT systems oper
future threat activity based on past electronic tt
activity wherein the electronic threats inclt
computer viruses, Trojan horses, computer wo
malware, malicious signed binaries, hacking, ¢
denial of service attacks, to receive electronic tf
data from a database, to extrapolate future elect
threat event frequency and to produce a profil
predictedelectronic threat activity comprising atl
of predictedelectronic threats, and their expec
frequency of occurrence, wherein the electr
threat data includes observed threats and, for
electronic threat, one or more targets for
electronic threat and a severity score for each ta

BALBIX 1;

What is BreachControl?
The Balbix BreachContr ol E pHreadhds byrpravidng | p ¢
continuous and redime risk predictionand proactive control of breaches through a prioritiz
list of mitigation actions

Step 2: Prioritize Actions
These actions are prioritized based on business riskatulated based on thapact and
likelihood of each potentiddreach.

BALBIX 2 ;

Balbix BreachControl
PREDICT AND PROACTIVELY MITIGATE BREACHES

BreachControl provides:

9 Predictive forecasts for breach scenarios

9 Actionable list of proactive mitigations based on business criticality

calculdes the business risk feach and every asset on yoetwork.
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Prioritized list of mitigation actions based buasiness risk
é calculate the business risk for every asset

determine expected downtime of each system o
IT systems independence upon sgmledictec
electronic threat activity including the severity scc
and extrapolated future event frequency;

BALBIX 1;

What is BreachControl?
The Balbix BreachContr ol E pHreadhds byrpravidng | p ¢
continuous and redime risk predictionand proactive control of breaches through a prioritiz
list of mitigation actions

Step 2: Prioritize Actions
These actions are prioritized based on business riskatulated based on thepact and
likelihood of each potentiddreach.

BALBIX 2 ;

Balbix BreachControl

PREDICT AND PROACTIVELY MITIGATE BREACHES
BreachControl provides:

1 Predictive forecasts for breach scenarios

9 Actionable list of proactive mitigations based on business criticality

calculaes the business risk feach and every asset on yoetwork.

Prioritized list of mitigation actions based lbusiness risk
€ calculate the business risk for every asset
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determine economic loss for each of the busi
processes dependent on the downtimes of th
systems, and,;

add economic losses for each business proce
obtain a combined economic loss arising from
electronic threat activity.

Claim: 13

13. A method forcalculatingeconomic loss fror
electronic threats capable of affecting comp
networks, a network includes at least |
interconnected networks and at least two IT syst
the threats including at least one electronic threat
business processes operating on the IT systems
apparatus including one or more computer proce:
and a computer readable memory coupled to the
or more, computer processors in which programr
code is stored, wherein the one or more comy
processa are configured pursuant to programrr
code in the computer readable memory to:

BALBIX 2 ;

Balbix BreachControl
PREDICT AND PROACTIVELY MITIGATE BREACHES

BreachControl provides:

1 Predictive forecasts for breach scenarios

9 Actionable list of proactive mitigations based on business criticality
calculaes the business risk feach and every asset on yoetwork.

Prioritized list of mitigation actions based business risk
€ calculate the business risk for every asset

predictfor each electronic threat capable of affec
computer networks in which IT systems oper

BALBIX 1;
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future threat activity based on past electronic, tt
activity wherein the electronic threats inclt
computer viruses, Trojan horses, computer wo
malware malicious signed binaries, hacking, ¢
denial of service attacks, to receive electronic tf
data from a database, to extrapolate future elect
threat event frequency and to produce a profil
predicted electronic threat activity comprising st
of predictedthreats and their expected frequenc
occurrence, wherein the electronic threat
includes observed threats and, for each elect
threat, one or more targets for the electronic tt
and a severity score for each target;

What is BreachControl?
The Balbix BreachContr ol E pHreachds byrpravidng | p ¢
continuous and redime risk predictionand proactive control of breaches through a prioritiz
list of mitigation actions

Step 2: Prioritize Actions
These actions are prioritized based on business riskaculated based on thmpact and
likelihood of each potentiddreach.

BALBIX 2 ;

Balbix BreachControl
PREDICT AND PROACTIVELY MITIGATE BREACHES

BreachControl provides:

1 Predictive forecasts for breach scenarios

9 Actionable list of proactive mitigations based on business criticality
calculaes the business risk feach and every asset on yoetwork.

Prioritized list of mitigation actions based business risk
€ calculate the business risk for every asset

determine expected downtime of each system o
IT systems independence upon sagwledictec
electronic threat activity including the severity scc
and extrapolated future event frequency;

BALBIX 1;

What is BreachControl?
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The Balbix BreachContr ol E pHreadhds byrpravidng | p ¢
continuous and redime risk predictionand proactive control of breaches through a prioritiz
list of mitigation actions

Step 2: Prioritize Actions
These actions are prioritized based on business riskatulated based on thepact and
likelihood of each potentiddreach.

BALBIX 2 ;

Balbix BreachControl
PREDICT AND PROACTIVELY MITIGATE BREACHES

BreachControl provides:

9 Predictive forecasts for breach scenarios

9 Actionable list of proactive mitigations based on business criticality
calculdes the business risk feach and every asset on yoetwork.

Prioritized list of mitigation actions based business risk
€ calculate the business risk for every asset

determine economic loss for each of the busi
processes dependent on the downtimes of th
systems, and;
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add economic losses for the business process
obtain a combined economic loss arising from
threat activity.

Claim: 16

16. A computer readable memory storing a comg
program which when executed by a computer sys
causes the computer system to perform a meth
calculating economic loss from electronic thre
capable of affecting computer networks,
computer netork comprising IT systems, where
business processes operate on the IT system
method comprising:

BALBIX 2 ;

Balbix BreachControl
PREDICT AND PROACTIVELY MITIGATE BREACHES

BreachControl provides:

9 Predictive forecasts for breach scenarios

T Actionable list of proactive mitigations based on business criticality
calculdes the business risk feach and every asset on yoetwork.

Prioritized list of mitigation actions based business risk
€ calculate the business risk for every asset

predicting future electronic threat activity based
historical electronic threat activity, for ea
electronic threat capable of affecting compi
networks in which IT systems operate;

BALBIX 1;

What is BreachControl?
The Balbix BreachContr ol E pHreachds byrpravidng | p ¢
continuous and redime risk predictionand proactive control of breaches through a prioritiz
list of mitigation actions

Step 2: Prioritize Actions
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These actions are prioritized based on business riskaculated based on thmpact and
likelihood of each potentiddreach.
BALBIX 2 ;

Balbix BreachControl
PREDICT AND PROACTIVELY MITIGATE BREACHES

BreachControl provides:

 Predictive forecasts for breach scenarios

9 Actionable list of proactive mitigations based on business criticality
calculdes the business risk feach and every asset on yoetwork.

Prioritized list of mitigation actions based business risk
€ calculate the business risk for every asset

to receive electronic threat data from a databas BALBIX1;

extrapolate future electronic threat event freque
and to produce a profile pfedictedelectronic thres
activity comprising a list ofpredicted electronic
threats and their expected frequency ofurcence
wherein the electronic threat data includes obse
threats and, for each electronic threat, one or 1

What is BreachControl?
The Bal bix BreachContr ol E pHreachdsbyrpravidmg | p ¢
continuous and redime risk predictionand proactive control of breaches through a prioritiz
list of mitigation actions

Step 2: Prioritize Actions
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targets for the electronic threat and a severity s These actions are prioritized based on business riskaculated based on thapact and
for each target; likelihood of each potentiddreach.
BALBIX 2 ;

Balbix BreachControl
PREDICT AND PROACTIVELY MITIGATE BREACHES

BreachControl provides:

 Predictive forecasts for breach scenarios

9 Actionable list of proactive mitigations based on business criticality
calculdes the business risk feach and every asset on yoetwork.

Prioritized list of mitigation actions based business risk
€ calculate the business risk for every asset

BALBIX 1;

determining expected downtime of each syster
the total IT systems in dependence upon
predicted electronic threat activity including tt
severity scores and extrapolated future e
frequency;

What is BreachControl?
The Bal bix BreachContr ol E pHreachdsbyrpravidmg | p ¢
continuous and redime risk predictionand proactive control of breaches through a prioritiz
list of mitigation actions

Step 2: Prioritize Actions
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These actions are prioritized based on business riskatulated based on thapact and
likelihood of each potentiddreach.
BALBIX 2 ;

Balbix BreachControl
PREDICT AND PROACTIVELY MITIGATE BREACHES

BreachControl provides:

 Predictive forecasts for breach scenarios

9 Actionable list of proactive mitigations based on business criticality
calculdes the business risk feach and every asset on yoetwork.

Prioritized list of mitigation actions based business risk
€ calculate the business risk for every asset

determining economic loss for each of the busil
processes dependent on the downtimes of th
systems, and;

adding economic losses for each business proct
obtain a combined economic loss arising from
electronic threat activity.

Note: Total claims: 16 and Independent claims: 3
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EXHIBIT H

Quantar s Pr el

minary I nfringement

Content

US Patent No: 16/129,820

Accused Instrumentalities

CLAIM 1.

A system, comprising one or more netwo
comprising computing systems that are subject
security policy, the security policy comprisir
breach parameters defining one or more events
are indicative of an electronic threat, the secy
policy brezh parameters being associated wit
remediation provision in a network security deyv
policy for the computing systems and the networ
networks;

one or more data and traffic collecting devic
deployed within the network or networks, that cdll
entity information and monitor network data &
traffic of the network or networks that is related
security information;

samples network data and traffic and automatic
detects occurrence of one or more of the events
are indicative of anlectronic threat based on tt
network data and traffic;

identifies electronic threats using a list of kno
threats stored in a database
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produces observed electronic threat data, w
includes a list of the observed electronic threats
their frequency of occurrence and stores the data
database accessed by a threat assessment s
that;

automatically determines the breach parameters
apply for the one or more electronic threats that
been identified; and generates a remediatior
network security device security parameters for
network or networks based upgmedictedlosses
arising from the observed electronic threats.

BALBIX 1;

What is BreachControl?

The Balbix BreachContr ol E pHreadhds byrpravidmg | p
continuous and redime risk predictionand proactive control of breaches through a prioritiz
list of mitigation actions

Step 2: Prioritize Actions
These actions are prioritized based on business riskatulated based on thepact and
likelihood of each potentiddreach.

BALBIX 2 ;

Balbix BreachControl
PREDICT AND PROACTIVELY MITIGATE BREACHES

BreachControl provides:

9 Predictive forecasts for breach scenarios

9 Actionable list of proactive mitigations based on business criticality

calculdes the business risk feach and every asset on yoetwork.
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Prioritized list of mitigation actions based buasiness risk
€ calculate the business risk for every asset

CLAIM 16.

A method, comprising:

establishing security parameters for an entity,
security parameters defining one or more events
are indicative of arelectronic threat, the securi
policy breach parameters being associated wi
remediation provision in a network security deyv
policy of the entity

automatically detecting occurrence of one or mor,
the events that are indicative of @ectronic threat;

automatically determining the breach parame
that apply for the one or more events that occurr

and

causing a remediation of network security dey
security parameters determined based U

predictedosses arising fim electronic threats.

BALBIX 1;

What is BreachControl?
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The Balbix BreachContr ol E pHreadchdsbyrpravidng | p
continuous and redime risk predictionand proactive control of breaches through a prioritiz
list of mitigation actions

Step 2: Prioritize Actions
These actions are prioritized based on business riskaculated based on thmpact and
likelihood of each potentiddreach.

BALBIX 2 ;

Balbix BreachControl
PREDICT AND PROACTIVELY MITIGATE BREACHES

BreachControl provides:

1 Predictive forecasts for breach scenarios

9 Actionable list of proactive mitigations based on business criticality
calculdes the business risk feach and every asset on yoetwork.

Prioritized list of mitigation actions based buasiness risk
€ calculate the business risk for every asset

CLAIM 20.

A system, comprising:

BALBIX 1;

What is BreachControl?
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one or more data and traffic collecting devi
deployed within a network that collect ent
information and monitor network data and traffic
the network that iselated to security informatior
the network comprising computing systems that
subject to a security policy, the security pol
comprising breach parameters defining one or n
events that are indicative of an electronic threat,
breach parametersbeing associated with
remediation provision in a network security dev,
policy for the computing systems and the networ
networks;

The Balbix BreachContr ol E pHreadchdsbyrpravidng | p
continuous and redime risk predictionand proactive control of breaches through a prioritiz
list of mitigation actions

Step 2: Prioritize Actions
These actions are prioritized based on business riskaculated based on thmpact and
likelihood of each potentiddreach.

BALBIX 2 ;

Balbix BreachControl
PREDICT AND PROACTIVELY MITIGATE BREACHES

BreachControl provides:

1 Predictive forecasts for breach scenarios

9 Actionable list of proactive mitigations based on business criticality
calculdes the business risk feach and every asset on yoetwork.

Prioritized list of mitigation actions based buasiness risk
€ calculate the business risk for every asset

a threat analyzer and threat assessment system

automatically detects occurrence of onemmre of
the events that are indicative of an electronic th
based on the network data and traffic;
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automatically determines the breach parameters
apply for the one or more electronic threats;

generates a remediation of network securityicke
security parameters for the network or netwao
based orpredictedosses arising from the observ

electronic threats.
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BreachControl Product Overview | Balbix
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=] Balbix’

https:/Awww.balbix.com/product-overview/

GET A DEMO
What Is breachLontrol? 2@ & ﬁg
== P
The Balbix BreachControl™ platform helps your enterprise avoid PREDICT PRIORITIZE PRESCRIBE &

BREACHES ACTIONS PUSH FIXES

breaches by providing continuous and real-time risk prediction,

and proactive control of breaches through a prioritized list of

mitigation actions and pushed set of prescriptive fixes.

VIEW PRODUCT SHEET

External
Threat
Feeds

Bre“ch(:ontrol ‘ platfor™

Network
Traffic Data & Scan Data End Points CMDB Logs & 1OCs
N oo A4 oA e
s = s s .

Balbix Sensors + Collectors

How It Works

24/02/2019, 12:56
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BreachControl Product Overview | Balbix
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https://www.balbix.com/product-overview/

GET A DEMO

o ¥

Host Sensor  Cloud
Analyzer for Connector
cloud workloads

Network &

Traffic Sensor
Appliance for north-south
& east-west traffic analysis

~

Collector : '

Optional software for data
collection from AD, CMDB,
SIEM, FW, enterprise data lake

On-Prem and Mobile

Balbix Brain

« Resilience

» Breach Risk

« Business Impact

« Prioritized Fix List

=1

Host Sensor
Optional software for
servers & notebooks

Integrate with
Orchestration & Ticketing

N .|

Visualize via heat maps,
insights, and reporting

24/02/2019, 12:56
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BreachControl Product Overview | Balbix https://www.balbix.com/product-overview/

'=! Balbix’

GET A DEMO
SIEP £7 FPTIOTTUZE ACTUOTTS

BreachControl's Al-based analysis of breaches and their risk
produces a list of actions you need to take to proactively mitigate
the issues. These actions are prioritized based on business risk and
calculated based on the impact and likelihood of each potential
breach.

7ol 11 24/02/2019, 12:56
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1=; Balbix PRODUCT SHEET

Balbix BreachControl™

PREDICT AND PROACTIVELY MITIGATE BREACHES
BEFORE THEY HAPPEN

The wave of digital transformation sweeping enterprises has broughtwith it the very real problem of an exponentially-
expanding, hyper-dimensional attack surface. With the proliferation of devices, apps, and users; security, risk, and SCC teams
continue to be overwhelmed, reacting to a steady stream of events corresponding to attacks and breaches that have already
happenad. In order to truly get ahead of the bad actors, you need to think about breach avoidance rather than controlling or
remediating breaches after the fact.

The Balbix predictive breach avoidance platform, BreachControl™, is the industry’s first system to leverage specialized artificial
intelligence (Al) and deep learning to provide enterprises with a comprehensive and continuous predictive assessment of
breach risk. Visualized via a searchable risk heat-map, Balbix BreachControl is designed for CISCs and IT security teams who
want to proactively understand and control their breach risk.
BreachControl provides:

- Continuous and contextual real-time risk visualization per viewer / role

- Predictive forecasts for breach scenarios

+ Actionable list of proactive mitigations based on business criticality

- Prescriptive and comprehensive fixes for each prioritized action

How It Works

Sensors deployed across your

BreachControl engine leverages A clearand prioritized list of

=2018 Balbix, Inc. A

network automatically and
continuously discover and monitor
all your devices, apps and users
across 200+ attack vectors.
Comprehensive data from external
threat socurcesis also collected.

deep learning and other advanced
Al algorithms to process the
collected information and
calculates the business risk for
each and every asset on your
network.

proactive mitigation actions
based onthe overall risk heat
mapiscreated and prescriptive
fix recommendations for each
mitigation action is provided via
vourdashboard.
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